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DESIGNATION OF THE privacy OFFICIAL

Policy

North Central’s Privacy Official is Erin Gouker.  The HIPAA Privacy Official is responsible for the ongoing maintenance of privacy policies and procedures in order to maintain the confidentiality of agency healthcare information.

The Privacy Official is responsible for answering questions about the content and application of agency privacy policies and the Notice of Privacy Practices; holds primary responsibility for receiving and managing the investigation of HIPPA related complaints and demonstrates good communication and documentation skills.

Contact information for the Privacy Official is contained in materials provided to patients upon intake into agency services and annually thereafter.  Contact information is also posted in all agency facilities as well as printed on the Notice of Privacy Practices.  The Privacy Official also serves as the North Central Patient Rights Officer (PRO).

Roles and Responsibilities

Responsible for implementing, reviewing and enforcing directives mandated by HIPAA

Ensure that appropriate practices are applied to the uses and disclosures of PHI.

Provide HIPAA privacy awareness and focused training programs to educate the agency workforce on required PHI safeguards

Perform ongoing reviews, audits and assessments to ensure that privacy practices meet HIPAA requirements

Coordinate efforts to detect and prevent breaches of PHI and confidential patient information

Receive, track, document patient complaints pertaining to HIPAA privacy concerns

Prepare annual and periodic reports for internal and external purposes









HIPAA PRIVACY Training

Purpose

The purpose of this policy is to make all workforce members aware of HIPAA privacy rule requirements and to strengthen organizational awareness of the need to protect PHI.

Policy

All workforce members, students, volunteers, trainees and Business Associates are required to complete HIPAA privacy policy training.  Training will also include periodic updates and refreshers as training needs emerge.  This may be accomplished in the form of classroom training, training monographs, memos and alerts and /or email notices.

Procedure

All persons listed in the paragraph above will receive HIPAA privacy practices training upon hire / contract.  Training will be conducted by the Human Resources Department or designee.  Training will cover use and disclosure of PHI, instructions for whom to contact if PHI has been damaged or destroyed, instructions for reporting actual or potential privacy breaches, and agency expectations for safeguarding confidential healthcare data.  

All workforce members will receive annual privacy refresher training.

The Privacy Official will issue periodic privacy reminders as well as updates on HIPAA rules and regulations.  The Privacy Official will also conduct periodic “privacy audits”.

DOCUMENTATION

Purpose

The purpose of this policy is to establish documentation requirements as defined by the HIPAA privacy regulations.  Documentation for this policy refers to privacy policies, disclosures of PHI, actions, activities and designations required by HIPAA.

Policy

North Central will maintain the following items for a minimum of six years:

	Copies of privacy policies

	Communications required by the HIPAA regulations

Records of any action, activity or designation required by the HIPAA regulations

Procedure

Documentation of Privacy Policies: Written or imaged copies will be maintained by the Privacy Official for a period of six years from the date the policies were last in effect.

Documentation of Communications Required by HIPAA Privacy Regulations:  Written or imaged copies of all required documentation will be maintained by North Central for a minimum of six years from the date they were last in effect.  Included are authorizations for disclosures, and records of treatment, payment and healthcare operations.

Documentation of any Action, Activity or Designation:  This documentation will be maintained for a minimum of six years from the date they were last in effect.  Included are designation of the Privacy Official, sweep reports, policy issues and sanctions.












Sanctions

Purpose

Workforce members are accountable for their actions for failure to comply with HIPAA requirements.  The purpose of this policy is to ensure that users are informed of sanctions, penalties and disciplinary actions that may occur for non-compliance with agency policies and procedures pertaining to the protection of confidential healthcare information.

Policy

Workforce members who violate HIPAA policies and procedures pertaining to the safeguard and protection of PHI are subject to disciplinary action up to and including dismissal from service.  Workforce members who knowingly and willfully violate state or federal law for failure to properly safeguard and protect PHI are subject to criminal investigation and possible criminal / civil prosecution.  If North Central fails to enforce PHI protections, the organization is subject to severe penalties by the Department of Health and Human Services Office of Civil Rights.  Sanctions may include federal and state funding penalties and / or loss of licensure or certification to operate as a provider of healthcare services.

Workforce members will immediately notify their supervisor, Associate Director or the Corporate Compliance Officer when there is reasonable belief that HIPAA policies or procedures have been violated.  North Central has a non-retaliation policy for any good effort that reports possible violations of agency rules, policies or procedures.

Employees are required to sign a Workforce Agreement that they have received training and will comply with privacy and security rules and regulations.

















MITIGATION

Purpose

The purpose of this policy is to establish procedures for mitigating the adverse impact of inappropriate uses, disclosures or access to confidential healthcare information including PHI.

Policy

North Central will mitigate to the extent possible any adverse impact that is made known to the organization from inappropriate use, disclosure or access to confidential healthcare information including PHI, by workforce members or Business Associates.

Procedure

The organization’s response will based upon the facts and circumstances of each case.  Facts and circumstances may include but are not limited to:

Knowledge of who, what, when, where, why and how PHI was used, disclosed or accessed inappropriately

The manner in which the inappropriate use, disclosure or access of PHI may cause harm to the owner(s)

The available steps that can be made to mitigate the adverse impact of the inappropriate use, disclosure or access of PHI.

Reporting and investigating of the inappropriate use, disclosure and access to PHI will be handled through the organization’s Incident Reporting and investigation process and procedures.

If legal action is threatened or becomes a distinct possibility, North Central’s legal counsel will be provided with all necessary documentation for appropriate disposition of the inappropriate use, disclosure or access to confidential healthcare information.











NOTICE OF PRIVACY PRACTICES

Purpose

The purpose of this policy is to maintain a Notice of Privacy Practices document that is in compliance with the current HIPAA privacy regulations and to ensure that patients acknowledge receipt of the Notice upon admission to services to a North Central program.

Policy

North Central will distribute a Notice of Privacy Practices document that is in compliance with current HIPAA regulations.  In addition, persons receiving services will be asked to sign an acknowledgement of receipt of the Notice of Privacy Practices.  The Notice will be available in Spanish and Somali, and other languages as required by the Office for Civil Rights regarding accommodations for people with Limited English Proficiency.

Procedure

A Notice of Privacy Practices must be provided to each person at the first appointment for services.  The person will be asked to sign an acknowledgement of receipt at that time.  If the person does not sign, a notation must be made on the intake paperwork and should also be noted on an EHR Additional Information Note.  Treatment should not be conditioned upon a signature that acknowledges receipt of the Notice.

Workforce members should make the Notice available to anyone who requests it.

The Notice should be posted at all service delivery sites.

Should the Notice change, it must be given to persons currently being served if requested.
















GENERAL RULES OF OBTAINING, USING AND DISCLOSING PHI

MIMIMUM NECESSARY USES AND DISCLOSURES OF PHI

Purpose

To describe the application of the HIPAA minimum necessary rule to the use and disclosure of PHI. 

Policy

When using or disclosing PHI, or when requesting PHI from another Covered Entity, reasonable efforts must be made to limit the protected health information used or disclosed to the minimum necessary to accomplish the purpose of the use/disclosure.  Only that information that pertains to needed disclosure should be disclosed or obtained.

Procedure

Workforce members of North Central must make reasonable efforts to ensure that the minimum necessary PHI is disclosed, used, requested or released.  Exceptions to the minimum necessary requirement include:

1) Disclosures to the individual who is the subject of the information

2) Disclosures made pursuant to an authorization

3) Disclosures to or requests by healthcare providers for treatment purposes

4) Disclosures required for compliance with the standardized HIPAA transactions

5) Disclosures made to Health and Human Services pursuant to a privacy investigation

6) Disclosures otherwise required by the HIPAA regulations of other law

The following steps should be followed to ensure that this policy is enforced effectively across all programs of North Central Mental Health Services:

1) Each user of health information will be identified and the categories of protected health information to which access is needed and any conditions appropriate to such access will be established.  
  
2) Reasonable efforts will be made to limit each user’s access to only the protected health information that is needed to carry out his/her duties.  These efforts will include the internal staff to staff use and disclosure of protected health information.  

3) For situations where protected health information use, disclosure, or request 
for information occurs on a routine and recurring basis, protocols will be developed to assure that the protected health information disclosed will be limited to the amount of information reasonably necessary to achieve the purpose of the use, disclosure, or request.  

4) For non-routine disclosures (other than pursuant to an authorization such as
accreditation organizations, insurance carriers, research entities, state departments, funeral homes, etc.), criteria will be adopted for review to limit the information disclosed to that which is reasonably necessary to accomplish the purpose for which disclosure is sought.  A request may be presumed to be limited to the minimum necessary if the request is from another covered entity, or is from a public official or a professional for the purpose of providing services to the covered entity, and the request states that the protected health information requested is the minimum necessary.

5) Use/disclosure of the entire medical record should not be made unless use / disclosure of the entire record is specifically justified as the amount reasonably necessary to accomplish the purpose of the use or disclosure.

6) All workforce members must be trained on an annual basis regarding this policy.  

7) Questions regarding these procedures should be directed to the Privacy Official.
























USES AND DISCLOSURES OF PHI


Purpose

The purpose of this policy is to provide guidance to workforce members on the permitted uses and disclosures of PHI when written authorization from the patient is not expressly required.

Policy

Workforce members cannot use or disclose PHI except as permitted by organizational policies and procedures.

Procedure

Required disclosures include:

	To the patient as requested by the patient or legal guardian

	When required by the Secretary of the Department of Health and Human Services 	to investigate North Central’s compliance to HIPAA or as otherwise required by 	law
	
	The Office of Civil Rights to investigate HIPAA compliance or as 	otherwise 	required by law

An authorization for release of information (ROI) is the official document by which a patient or legal guardian gives permission to release specific information to a specific person or organization.  HIPAA law permits the disclosure of protected health information without patient written authorization for treatment, payment and healthcare operations.  

Permitted uses and disclosures include the following:

Treatment, payment and healthcare operations, unless authorization has been denied by the patient or legal guardian - the denial must be in writing

Incident to an authorization by the patient or legal guardian for the Ohio Office of Disability Rights to investigate a complaint as long as the Minimum Necessary Policy is observed

Incident to a Business Associate Agreement as long as the Minimum Necessary Policy is observed

Pursuant to the reporting of unlawful or unprofessional conduct of workforce members

In response to a subpoena

Pursuant to the need to coordinate behavioral care with primary and / or specialty care or as authorized by the patient or legal guardian for the purposes of care coordination

For organizational workforce members who may be the victim of a crime as long as the Minimum Necessary Policy is observed

Uses and disclosures are not permitted for the purposes of fund raising or marketing.

Creation of PHI will not be for use or disclosure to a third party for unknown reasons.

For other uses and disclosures, workforce members should consult with the Privacy Official.




























AUTHORIZATION

Purpose

This policy establishes authorization requirements for the uses and disclosures of PHI for purposes other than treatment, payment and healthcare operations.  Healthcare operations include medical emergencies, and referrals and linkages to other providers of behavioral healthcare, primary healthcare and specialty healthcare.  Healthcare operations may also include some specific law enforcement activities pertaining to personal safety and a person’s wellbeing.

Policy

North Central cannot use or disclose PHI for purposes other than for treatment, payment and healthcare operations without a valid, written authorization from the patient or legal guardian except as permitted by these policies.  The use or disclosure must be consistent with the authorization (ROI).

Information released pursuant to an ROI may include alcohol and / or drug use or abuse records protected under federal and state law.  Re-disclosure of alcohol and drug use or abuse information by the patient is prohibited without specific authorization as stated on the ROI.

Procedure

An authorization for release of information (ROI) is the official document by which a patient or legal guardian gives permission to release specific information to a specific person or organization. 

North Central will not condition the provision of services upon the receipt of an authorization (ROI) unless the purpose is to determine the payer source for a service.

North Central patients and legal guardians may revoke written authorizations except to the extent that action has already been taken in accordance with the authorization.  To revoke an authorization, the patient or legal guardian must provide written notice.  The Privacy Official will assist the patient or legal guardian if assistance is needed.

Any patient or legal guardian desiring access to a copy of his or her PHI must submit a valid, written authorization to the Privacy Official.  The Authorization must comply with HIPAA regulations and North Central policy.

Prior to using or disclosing the PHI, workforce members must review the authorization to determine if it is valid.  Workforce members may contact the Privacy Official or the Corporate Compliance Officer for assistance in determining the validity of an authorization (ROI).  An authorization (ROI) is not valid if it contains any of the following errors or mistakes:
	1.	The ROI expiration date has passed or the event has occurred
	2.	The ROI has not been completely filled out
	3.	Workforce members have knowledge that the ROI has been revoked
	4.	Workforce members have knowledge that information in the ROI is false

Written authorizations for use or disclosure will become an element of the patient’s medical record and maintained therein according to organizational policy.

ROI’s submitted for the purpose of obtaining copies of psychotherapy notes must be submitted to the Privacy Official.

The patient or legal guardian must be offered a copy of the ROI.  The patient or legal guardian may decline accepting their copy of the ROI.

Requirements of a valid authorization are:

1. Patient’s full name, address and date of birth
2. Name of covered entity authorized to release information
3. Name of person, organization or covered entity authorized to receive information 
4. Specific information to be disclosed / re-disclosed
5. Sensitive information disclosure / non-disclosure
6. Disclosure / re-disclosure statement
7. Right to revoke statement
8. Purpose of the disclosure
9. Date the authorization expires. This must be the specific date or condition that the authorization will expire unless revoked.
10. A valid signature of the patient or Personal Representative 
11. Date the authorization was signed.

















PERSONAL REPRESENTATIVES


Purpose

The purpose of this policy is to establish who can act on behalf of the patient for the purposes of authorizing uses and disclosures of PHI and exercising rights as provided by the HIPAA regulations.

Policy

Except as otherwise stated in this policy, North Central will treat a Personal Representative as the patient for authorizing uses and disclosures of healthcare information and exercising patient rights as provided by the HIPAA regulations.  However, the Personal Representative may be treated as the patient only to the extent that the information is relevant or required to represent the patient.

If workforce members have reason to believe that treating the Personal Representative as the patient could endanger the patient, they do not have to treat the Personal Representative as the patient.  In these instances, the matter must be referred to the Privacy Official or the Corporate Compliance Officer through the appropriate supervisory chain.  This action must be accompanied by documentation and provided to the Privacy Official.

Procedure  

Adults can act as Personal Representatives for another adult is they possess documentation of the following type:

1. Durable Power of Attorney for Healthcare
2. Healthcare Proxy
3. Court Appointed Guardian

Copies of these documents or website validations must be noted in the person’s health record.

For minors who do not fall within an exception listed below, either parent, the legal guardian or the legal custodian appointed by the court may act as the Personal Representative.  A minor may act in his or her own behalf if married, has a dependent child or is emancipated.

If a minor is in need of emergency services and the Personal Representative is not available, emergency treatment should not be withheld.

For deceased individuals, under applicable law, if there is an estate executor or administrator, that individual must be treated as the Personal Representative.  The court document is known as Letters Testamentary or Letters of Administration and must be signed by a judge.

North Central must comply with HIPPA protections of PHI for a period of 50 years following the death of a patient.  However, the HIPAA regulations have a provision for the disclosure of PHI to an immediate family member if such information is relevant for treatment of the family member’s illness or disease.  Such cases must be referred to the Privacy Official or Corporate Compliance Officer prior to acting on the request.

Workforce members must enter a copy of the appropriate document into the patient’s record.  Any questions regarding the validity of the document should be referred to the Privacy Official or Corporate Compliance Officer.  Legal Counsel will be consulted as needed.  Workforce members must verify the identity of the person seeking status as a Personal Representative.
































BUSINESS ASSOCIATES

Purpose

The purpose of this policy is to provide a method for documenting and monitoring contractual and business relationships that are defined as Business Associates by the HIPAA Security Rule.

Policy

North Central’s HIPAA Business Associate Agreement has been updated to comply with the current HIPAA Security Rules.  North Central’s legal counsel has approved the agreement. 

Procedure

Business Associate determination is made by the Finance Department with consultation by the Corporate Compliance Officer.

The Finance Department will maintain all of the original, signed Business Associate Agreements.

Business associate monitoring will be performed by the Corporate Compliance Officer in coordination with other workforce members who interface with the Business Associate in the routine course of their duties.  North Central legal counsel and the Security Official will be informed of any incident of non-compliance with HIPPA Business Associate Agreement provisions.  Breach incidents will be subject to disposition by the Corporate Compliance Officer.


















BREACH NOTIFICATION


Purpose

The purpose of this policy is to formalize the reporting of and response to potential or known breaches of PHI.

Policy

Workforce members will identify, document and appropriately respond to unauthorized uses and disclosures of PHI.  All known or suspected breach incidents are to be reported immediately using the Adverse Incident Report Form.

Procedure

All breach incidents will be immediately reported to the Privacy Official or the Corporate Compliance Officer.  The breach incident must also be reported on the Adverse Incident Report Form within 24 hours of discovery.  Use the “HIPAA/PHI” category when filling out the report form.

Incidents to be reported included but are not limited to:

	PHI data loss due to disaster, failure, error, theft

Loss of any electronic media that contains PHI or any printout or paper report or reproduction of paperwork containing PHI

	Loss of the integrity of PHI

	Unauthorized access to PHI

Facility incidents including unauthorized access, burglary or break-in in which there is reason to believe PHI was breached

The Privacy Official working with the Corporate Compliance Officer will take immediate steps to mitigate potential adverse impact of breach incidents.  Reporting of PHI breaches will be done by the Corporate Compliance Officer.  The Adverse Incident Committee will conduct the investigations of breach incidents with the cooperation of the Privacy Official.  Facility breach incidents are to also be reported to the Facility Manager / Safety Officer.

In the event of a breach, North Central may be required to notify the Department of Health and Human Services and each individual or Personal Representative of whose PHI was inappropriately accessed, acquired, used or disclosed.  The Corporate Compliance Officer will make the notifications in accordance with HIPAA regulations and the North Central Breach Response Plan.  Details of the notice will be in writing and will include a description of what happened, the date if known, a listing of the types of PHI breached, steps the individual or Personal Representative should take to protect themselves, what North Central is doing to investigate the breach, and contact information for asking questions and raising concerns.  The timing and content of a notice will be in accordance with applicable law.

If a breach is caused or discovered by a Business Associate, The Corporate Compliance Officer will work with the Business Associate to address notification and investigation requirements in accordance with the agreement in place.

In accordance with HIPAA regulations, North Central will maintain a log of all reported breaches of unsecured PHI.  The Privacy Official will be responsible for maintaining the log.  The Corporate Compliance Officer will submit any required reports to Health and Human Services on at least an annual basis.































PATIENT RIGHTS

AMMENDMENT TO PHI

Purpose

The patient or their Personal Representative has the right to request amendment to their healthcare record. Requests must be made in writing to the attention of the Privacy Official.

Policy

A patient or Personal Representative may request in writing that he/she wishes to amend specific information contained in their medical record.  Within sixty days of the individual’s written request, the North Central will act upon the request by either complying with the amendment or providing written denial.

Procedure

When the amendment request does not fall into denial conditions and when the amendment is deemed to maintain the protection of health information, the request will be granted.  The North Central will create the amendment and insert it into the individual’s record.

When any of the following conditions exist, the Privacy Official in consultation with the Clinical Director (or designee) may refuse an individual’s written request for amendment. The Privacy Official will provide the individual with a written explanation of the denial, within sixty days.  These conditions include but may not be limited to:

The information is not accessible to the individual under the access regulations.
The information is accurate and complete.
The amendment request will not maintain the protection of the health information.

Patients or their Personal Representatives will be notified of the right to amendment of their protected health information via posted rights, patient rights handbook, privacy notice, and/or verbal explanation of patient’s rights. 










PATIENT ACCESS TO INSPECT AND COPY PHI

Purpose

Patients have the rights to inspect and copy all or portions of their medical records.  The purpose of this policy is to assure that appropriate patient access, privacy and control are provided to patients for their medical information.

Policy

Patients have access to their own psychiatric, medical, and treatment records.  The only exception would be when access to information should be restricted for clear treatment reasons.  Those reasons must be clearly documented in the person’s medical record which provides evidence of potentially severe emotional harm.  The Privacy Official must also be notified of the need for restriction.

Procedure

1. Patients may request protected health information from their file using a release of information.

2. The Privacy Official shall accept and administer the request.

3. The Privacy Official will consult with a licensed mental health professional to determine what information should be withheld for clear treatment reasons.

4. The Privacy Official may also consult with the Medical Director or the Clinical Director to determine the type and quantity of information to be disclosed.

5. The Privacy Official shall respond to the client’s request within 30 days of the request.

6. The Privacy Official will complete an Authorization (ROI) to the person to identify the information released.

7. The Privacy Official will complete an Additional Information Note and include the reasons if any information was withheld.

8. The Privacy Official will maintain a record of all requests and responses for a period of 10 years.  This may be done in an electronic format.

9. If the person requests paper copies of their medical records, North Central will assess a nominal charge for the labor and materials.  If the person requests an electronic copy of their medical records, North Central will assess a nominal charge for labor.  The person must supply an appropriate medium to record the requested information electronically.
ACCOUNTING FOR DISCLOSURES

Purpose

The purpose of this policy is to provide patients or their Personal Representatives a process by which they may receive an accounting of disclosures of their PHI.

Policy

Upon request by a patient or their Personal Representative, North Central will provide an accounting of all disclosures of the patient’s PHI, except as exempt by HIPAA regulations (listed below).  The accounting will be for the six years prior to the date of the request.  The accounting will be completed and given to the patient or Personal Representative within sixty (60) days.  Under certain circumstances, HIPAA regulations permit an additional thirty (30) days to complete the accounting with proper notification made to the person making the request. Covered entities and their business associates may not use or disclose PHI for the following purposes:
(1) To conduct a criminal, civil, or administrative investigation into any person for the mere act of seeking, obtaining, providing, or facilitating lawful reproductive health care.
(2) To impose criminal, civil, or administrative liability on any person for the mere act of seeking, obtaining, providing, or facilitating lawful reproductive health care.
(3) To identify any person for any purpose described in (1) or (2).

Procedure

In order to receive an accounting of PHI disclosures, the patient or their Personal Representative must make a written request.  The request may be addressed to the Privacy Official or to North Central as a healthcare entity.  The Privacy Official will manage the process of creating the accounting report.

The accounting will include all disclosures except those that are exempt by HIPAA regulations.  Disclosures exempt by HIPAA are:

1. Treatment, Payment and Healthcare Operations
2. To patients about themselves
3. Pursuant to a patient’s authorization
4. For national security or intelligence purposes
5. To law enforcement or corrections to provide information if the person is in their custody
6. Having occurred prior to April 15, 2008

The types of personal health information that may be subject to the accounting include but are not limited to the following:

1. Subpoenas, court orders or discovery requests
2. Abuse / neglect reporting
3. Communicable disease reports
4. Reports to the Department of Health such as immunization status

North Central does not disclose patient information for research purposes without the patient or their Personal Representative authorizing the disclosure.

The accounting report must include the following information:

1. The date of disclosure
2. The name and address of the person or entity receiving the information
3. A brief description of the information disclosed.
4. A statement of purpose or a copy of the request, if the copy is deemed appropriate by the Privacy Official

The accounting report log must be maintained in the patient’s medical record for a minimum of six (6) years from the date of the last accounting.  The Privacy Official must also maintain a log of accounting of disclosures for six (6) years that is separate from the one maintained in the patient’s medical record.

If a Business Associate has been utilized that may have had purpose to use or possess PHI, then the Business Associate must also provide an accounting report.

The first accounting in a twelve month period must be provided free of charge.  A cost-based fee will be imposed for an accounting within a twelve month period.






















REQUESTS FOR CONFIDENTIAL COMMUNICATIONS

Purpose

The purpose of this policy is to permit patients to request that communications containing confidential healthcare information be received by alternative means or at alternative locations.

Policy

North Central must accommodate reasonable requests to transmit PHI to patients by alternative means and at alternative locations.  Workforce members cannot require an explanation should a patient make such a request.  North Central can condition granting the request on how payment is to be made and on an acceptable alternative method of contact.

Procedure

Requests for confidential communications through alternative means will generally be received verbally and be accommodated on a single-event basis.  When requests are received, workforce members:

	1.	Must not ask for the reason
	2.	Must advise that the organizational email system is not secure and that 			workforce members are not permitted to include PHI in email messages
	3.	Must obtain an alternative mailing address and phone number
	4.	For requests that cannot be accommodated by obtaining an alternative 			phone 	number and mailing address, the patient must submit a written 			request to the Privacy 	Official detailing how billing matters, appointment 			reminders and 	emergency contact information will be handled.  The 			Privacy Official will work with the appropriate workforce members to 			render a decision.  The patient will be notified within thirty (30) days of 			the request for alternative communication being submitted.
	5.	The organizational Billing Manager or designee must approve requests for 		alternative communications.
	










REQUEST FOR RESTRICTIONS


Purpose

HIPAA regulations permit patients to request a restriction on how the covered entity uses or discloses PHI.

Policy

Patients may request restrictions on how North Central uses and discloses their PHI.  The request for restriction must be made in writing to the attention of the Privacy Official.  North Central must consider and act upon all requests for restrictions of PHI.

Procedure

Patients must submit a formal request for restriction on their PHI in writing to the Privacy Official.  The Privacy Official will consult with workforce members on the appropriateness of the request and on the ability for North Central to accommodate the request.  The Privacy Official will decide on the request for restriction and inform the patient in writing within thirty (days).

Restrictions requested for nondisclosure to a health plan can only be for services the plan is not paying for or for services the patient pays for out-of-pocket.  For example, patients may wish to pay for services in advance rather than have their insurance company billed.

Once a request for a restriction of PHI has been agreed upon and documented, North Central will comply with the restriction unless the information is required to be released by law, or the information is needed in an emergency situation.

















COMPLAINT PROCESS

Purpose

HIPAA regulations provide patients with specific rights pertaining to their health information.  Specifically, in addition to privacy rights related to their PHI, patients have the right to access their PHI, to request restrictions on uses or disclosures of their PHI, to request that communication related to their PHI be confidential, to request amendment of their PHI, and to receive an accounting of unauthorized disclosures of their PHI.  This policy addresses the immediately afore-stated rights and does not in any way restrict access to the PRO for patient rights identified by OhioMHAS and CARF.

Policy

All incidents regarding the alleged failure of workforce members to comply with North Central’s privacy policies, regardless of the form in which they are received, will be documented, reviewed and acted upon.  

Procedure

The Patient Rights Officer/Privacy Official will investigate the circumstances of the alleged HIPAA rights violation in accordance with the established organizational grievance/patient rights procedures.  If the results of the investigation indicate that a workforce member made an unauthorized use or disclosure of health information, or otherwise violated HIPAA policies, the finding will be reported to the Human Resources Department. The Privacy Official will document all HIPAA related complaints/grievances, their resolution, and any actions resulting there from.  This documentation must be maintained for a minimum period of six years from the date of final resolution.  Complete copies of this documentation shall be submitted to the Corporate Compliance Committee quarterly for review.  The Compliance Committee will review the documentation to determine if any pattern or systematic problem(s) exist, and if so, will take necessary action to address the problem.

There will be no retaliation against any individual or person served, staff person, or PRO for having filed or assisted in the filing of a complaint/grievance, or for investigating or acting on a complaint/grievance.  Any workforce member who becomes aware of any such retaliatory action must immediately report this action to a supervisor, Associate Director or the Human Resources Department.

The Privacy Official will maintain a record of each incident, the investigation and the resolution once reached with the patient.
  





45 CFR PART 2
42 Code of Federal Regulations (CFR) Part 2 establishes heightened privacy protections for individuals receiving substance use disorder (SUD) treatment services. These regulations apply to any entity that is federally assisted and provides alcohol or drug abuse diagnosis, treatment, or referral for treatment. North Central qualifies as a federally assisted entity because it receives Medicaid and Medicare reimbursement for many of the SUD services it provides. The purpose of these enhanced protections is to address concerns that stigma, fear of prosecution, and potential employment consequences may deter individuals with SUD from seeking treatment.
Under 42 CFR Part 2, the disclosure or use of drug and alcohol treatment information is prohibited without the individual’s written consent. Such consent must include specific elements, including the names of the parties involved in the disclosure, the purpose of the disclosure, a description of the information to be disclosed, any limitations on re-disclosure, and the duration of the consent. Information protected under 42 CFR Part 2 includes any data that directly or indirectly identifies an individual as having a current or past substance use disorder or as a participant in an SUD treatment or recovery program.
These regulations are more restrictive than the Health Insurance Portability and Accountability Act (HIPAA). Unlike HIPAA, the consent requirements under 42 CFR Part 2 apply even when disclosures are made for care coordination related to other health conditions. Additionally, HIPAA permits broader access to treatment records by law enforcement, whereas 42 CFR Part 2 requires a court order before any disclosure to law enforcement officials may occur.
42 CFR Part 2 does allow for the disclosure of patient-identifying information to medical professionals in the event of a medical emergency, when the individual’s physical or mental health condition poses an immediate threat to their well-being.









Purpose
The purpose of this policy is to ensure compliance with 42 Code of Federal Regulations (CFR) Part 2, which establishes enhanced confidentiality protections for individuals receiving substance use disorder (SUD) diagnosis, treatment, or referral services. These protections are intended to reduce stigma and eliminate barriers to treatment by safeguarding sensitive patient information.
Scope
This policy applies to all North Central workforce members, contractors, and affiliates who have access to SUD-related information.
Applicability
42 CFR Part 2 applies to any entity that is federally assisted and provides alcohol or drug abuse diagnosis, treatment, or referral for treatment. North Central is considered federally assisted because it receives Medicaid and Medicare reimbursement for many SUD services. As such, North Central is required to comply with all applicable provisions of 42 CFR Part 2.
Confidentiality Requirements
42 CFR Part 2 prohibits the disclosure or use of substance use disorder information without the individual’s written consent, except as expressly permitted by regulation. Protected information includes any data that directly or indirectly identifies an individual as having a current or past substance use disorder or as participating in an SUD treatment or recovery program.
Consent for Disclosure
Written consent for disclosure must include, at a minimum, the following elements:
· Name(s) of the individual(s) or organization(s) authorized to disclose the information
· Name(s) of the individual(s) or organization(s) authorized to receive the information
· Purpose of the disclosure
· Description of the specific information to be disclosed
· Statement regarding the prohibition on re-disclosure
· Expiration date or event
· Signature of the individual (or authorized representative) and date
Disclosures that do not meet these requirements are prohibited.
Relationship to HIPAA
42 CFR Part 2 is more restrictive than the Health Insurance Portability and Accountability Act (HIPAA). Unlike HIPAA, 42 CFR Part 2 consent requirements apply even when information is shared for care coordination related to other health conditions. Additionally, HIPAA permits broader disclosures to law enforcement, whereas 42 CFR Part 2 generally requires a court order before SUD treatment records may be disclosed to law enforcement officials.
Law Enforcement Disclosures
Patient-identifying SUD information may not be disclosed to law enforcement without a valid court order that meets the specific requirements outlined in 42 CFR Part 2.
Medical Emergencies
42 CFR Part 2 permits the disclosure of patient-identifying information to medical professionals without consent in the event of a medical emergency, when the individual’s physical or mental health condition poses an immediate threat to their health or safety. Disclosures must be limited to information necessary to address the emergency and must be documented in accordance with regulatory requirements.
Compliance
Failure to comply with this policy and applicable federal regulations may result in disciplinary action and potential legal consequences.
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