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ADMINISTRATIVE REQUIREMENTS


DESIGNATION OF THE sECURITY OFFIcER

Policy

North Central’s Security Officer is Erin Gouker.  The HIPAA Security Officer is responsible for the ongoing maintenance of information security policies, procedures and technical systems in order to maintain the confidentiality, integrity and availability of all agency healthcare systems and data.

The Security Officer is skilled in the management of physical and logical information security systems; has strong technical support; knows appropriate methods to evaluate and select appropriate security hardware and software; and demonstrates technical documentation skills.

Roles and Responsibilities

Assisting the Corporate Compliance Committee with implementing, reviewing and evaluating organizational compliance to directives mandated by HIPAA

Monitoring / reporting the ongoing integration of information security and user practices

Assisting the Corporate Compliance Committee with ensuring the access control, disaster recovery, business continuity and incident response procedures are properly utilized

Providing information security awareness and training programs to educate the agency workforce

Developing training and informational bulletins

Performing ongoing security audits and assessments to ensure that information systems are adequately protected and meet HIPAA requirements

Working with third party vendors to improve information security within the organization
Coordinate efforts to detect and prevent computer security breaches

Recommending the acquisition of software and hardware to maintain security of PHI







risk analysis

Purpose

The purpose of risk analysis is to develop an assessment of the potential risks and vulnerabilities to the confidentiality, integrity and availability of electronic healthcare information.  The risk analysis will focus on the process of identifying security risks and assessing the likelihood of an unauthorized disclosure of ePHI.

Policy

North Central will conduct an annual risk analysis which will result in an accurate and thorough assessment of risks and vulnerabilities to the confidentiality and integrity of the ePHI it maintains.  Results will be documented.

Procedure

The following activities will be included in the risk analysis:

	Security review of facility access controls
	Protection of server room
	Workstation security
	Utilization of portable devices
	Document destruction capabilities
	Review of applications that contain or protect ePHI
Assessments of new programs or changes in the manner of service delivery involving ePHI

The risk analysis will be updated annually.



















RISK MANAGEMENT

Purpose

To implement measures to reduce risks and vulnerabilities to data systems.

Policy

Security measures and controls sufficient to reduce risks and vulnerabilities will be implemented.  

Procedure

The following elements are included in the program:

	Workforce security training and periodic awareness reminders
	Access controls, authorization and validation requirements
	Detection and activity reviews
	Applications and data criticality analysis
	Incident reporting
	Sanctions for noncompliance
	Disaster and recovery planning
	IT change management
	Formal goals and objectives in the Organizational Risk Management Plan
























Sanctions

Purpose

Agency employees are accountable for their actions if failing to comply with HIPAA requirements.  The purpose of this policy is to ensure that users are informed of sanctions, penalties and disciplinary actions that may occur for non-compliance with agency policies and procedures.

Policy

Employees who violate HIPAA policies and procedures pertaining to the safeguard and protection of PHI are subject to disciplinary action up to and including dismissal from service.  Employees who knowingly and willfully violate state or federal law for failure to properly safeguard and protect PHI are subject to criminal investigation and potentially criminal / civil prosecution.  If North Central fails to enforce PHI protections, the organization is subject to severe penalties by the Department of Health and Human Services Office of Civil Rights.  Sanctions may include federal and state funding penalties and / or loss of licensure or certification to operate as a behavioral health provider.

Procedure

Employees will immediately notify their supervisor, Associate Director or the Corporate Compliance Officer when there is reasonable belief that HIPAA policies or procedures are being violated.  North Central has a non-retaliation policy when any good faith report is made that agency rules, policies or procedures have been violated.

Employees are required to sign a Workforce Agreement that they have received training and will comply with HIPAA policies and procedures.


















INFORMATION SYSTEM ACTIVITY REVIEW

Purpose

To establish the standard of authority to conduct security monitoring activities and enforce audit controls on IT resources managed by North Central.  The primary focus is to reduce risks and vulnerabilities to ePHI.

Policy

North Central will monitor and review system access and activity of all its members who are required to have access to PHI to carry out their normal work functions.  

Procedures

North Central will engage in the periodic use of the following activities:

	Monitoring failed login attempts on systems containing ePHI

	Reviewing disabled logins due to repeated failure

	Reviewing structured login reports

	Verification of virus protection being at the most current version

	Verification that software patching is at the appropriate security level

	Quarterly reviews of audit logs, activity reports or other indicators of improper use

	Reporting of improper use for incident investigation

	Archiving logs of access to networks and applications housing ePHI















WORKFORCE CLEARANCE

Purpose

This policy establishes considerations for granting access to ePHI.  This includes the computing network, applications, workstations and areas where ePHI is accessible.  Only workforce members who require access to ePHI for work related responsibilities will be granted access.  Authorization will be terminated when the workforce member no longer requires access.

Policy

The Human Resources Department authorizes access to ePHI upon hire, transfer or termination.  HR will also revoke or suspend access if there is evidence that the member is misusing ePHI or system resources.  Upon notification, the Security Official will create, adjust or terminate access to ePHI and computer resources for workforce members.

Procedure

The Human Resources Department screens workforce members prior to granting access to ePHI.

Prior to being issued a User ID and password, the Human Resources Department and Security Official ensures that workforce members are trained in these areas:

	Proper use and disclosure of PHI and ePHI
	Proper logon and logoff procedures
	Protocols for error PHI corrections
Instructions to contact the IT Department or Security Official when PHI may have been altered in error
Reporting requirements for a potential or actual security breach

Prior to granting users ID’s and passwords, workforce members will sign the Workforce Security Agreement.

Managers and supervisors are responsible for ensuring that workforce members maintain minimum necessary access to PHI.  

The Security Official will be notified when minimum necessary access changes for workforce members.






INFORMATION ACCESS MANAGEMENT


Purpose

The purpose of information access management controls is to ensure that access to ePHI is from authorized workforce members.

Policy

Information systems used to access ePHI will uniquely identify and authenticate workforce members.  Workforce members will select and utilize strong passwords to authenticate their access to files containing ePHI.  Workforce members must comply with the organizational Password Policies and Procedures.


Procedures

Authentication requirements:

Network and applications systems are configured to automate password expiration protection and reset
	Automatic password reset every 120 days
	Minimum password length and character configuration
	Prior passwords that cannot be used with a User ID

Password management:

All workforce members are responsible for creating and maintaining the confidentiality of the password associated with their User ID(s).  All workforce members are to abide by the provisions of the Password Policy.
















Password Policy

Passwords are a critical component of computer security - they are the front line protection for user accounts. A poorly chosen password may result in the compromise of North Central’s entire corporate network. All users are responsible for taking the appropriate steps, as outlined below, to select and secure their passwords. 

Purpose

The purpose of this policy is to establish a standard for creation of strong passwords, the protection of those passwords, and the frequency of change.  This policy applies to all users who have or are responsible for an account on any system that resides at any agency facility, has access to the agency network, or stores any ePHI or other confidential information.

Procedures

All system-level passwords (e.g., root, enable, Win, admin, application accounts, etc.) must be changed on a 120 day basis.

All user-level passwords (e.g., web, desktop computer, etc.) must be changed at least every 120 days.

Passwords must not be inserted into email messages or other forms of electronic communication.

Where group passwords are required, the department supervisor or manager must change the password as prescribed below.

All user-level and system-level passwords must conform to the guidelines described below.

Password Construction Guidelines

Passwords are required for various business purposes. Some of the more common uses include:  user level accounts, email accounts and screen saver protection.

Strong passwords have the following characteristics: 

· Contain both upper and lower case characters (e.g., a-z, A-Z)
· Have digits and punctuation characters as well as letters e.g., 0-9, !@#$%^&*()_+|~-=\`{}[]:";'<>?,./)
· Are at least eight unique alphanumeric characters
· Are not based on personal information, names of family, etc.
· Passwords should never be written down or stored on-line. Try to create passwords that can be easily remembered. One way to do this is create a password based on a song title, affirmation, or other phrase. A single word based password is a weak password, but when the base is multiple words with numbers and symbols embedded within, it is a much stronger password. For example, the phrase might be: "This May Be One Way To Remember" and the password could be: "TmB1w2R!" or "Tmb1W>r~". (please do not use either of these examples as passwords!)

Password Protection Standards

Do not use the same password for North Central systems that are used for other personal accounts (ATM, on-line banking, etc.). Where possible, don't use the same password for various agency access needs.

Do not share North Central passwords with anyone including coworkers.  All passwords are to be treated as sensitive, confidential information.

Do not reveal a password in an email message.

Do not talk about a password in front of others.

Do not give up your password over the phone.

Do not reveal a password on questionnaires or security forms.

Do not share a password with family members.

Do not use the "Remember Password" feature of applications.

Do not write passwords down and store them anywhere in your office. Do not store passwords in a file on ANY computer system (including phones or personal electronic devices).

If an account or password is suspected to have been compromised, report the incident to the Adverse Incident Committee and change all passwords. 

Password cracking or guessing may be performed on a periodic or random basis by the IS/IT department. If a password is guessed or cracked during one of these scans, the user will be required to change it.











Security Awareness and Training

Purpose

This policy applies to all agency users of computer and communication devices.  The purpose is to make all workforce members aware of HIPAA security requirements and to strengthen organizational awareness of the need to protect PHI.

Policy

All users are required to complete HIPAA security policy and procedures training.  Users will also receive periodic security updates as training needs emerge.  This may be accomplished in the form of classroom training, training monographs, memos and alerts and /or email notices.

Procedure

All workforce members who will have access to ePHI will receive HIPAA security training upon hire.  Training will be conducted by the Human Resources Department.  Training will cover use and disclosure of ePHI, logon/logoff procedures, instructions for whom to contact if ePHI has been damaged or destroyed, instructions for reporting actual or potential security breaches, instructions for internet security, virus protection, password security and how to handle confidential data.

The QI/IT Department will issue periodic security reminders as well as updates on HIPAA rules and regulations.

Security INCIDENT REPORTING and response

Purpose

The purpose of this policy is to formalize the reporting of and response to security incidents.  This includes the identification and response to potential or known breaches of ePHI.

Policy

Workforce members will identify, document and appropriately respond to unauthorized use of workstation and network applications that contain ePHI.  All security incidents, threat to, or violations of the confidentiality, integrity, or availability of ePHI will be reported and responded to promptly.

Procedure

All security incidents will be immediately reported to the Security Official or the Corporate Compliance Officer.  The security incident must also be reported on the Adverse Incident Report Form within 24 hours of discovery.  Use the “HIPAA/PHI” category when filling out the report form.

Incidents to be reported included but are not limited to:

	ePHI data loss due to disaster, failure, error, theft

	Loss of any electronic media that contains ePHI

	Loss of the integrity of ePHI

	Virus, worm or other malicious code attack

	Persistent network or system intrusion attempts

	Unauthorized access to ePHI

	Facility incidents including unauthorized access, burglary or break-in

The Security Official will take immediate steps to mitigate potential adverse impact of security incidents.  Reporting of ePHI breaches will be done by the Corporate Compliance Officer.  The Adverse Incident Committee will conduct the investigations of security incidents with the cooperation of the QI/IT Department.  Facility breach incidents are to also be reported to the Facility Manager / Safety Officer.





CONTINGENCY PLAN

Purpose

This policy establishes measures to protect the availability, integrity and security of ePHI while continuing business operations without the normal resources of the organization.

Policy

North Central maintains and updates procedures necessary to respond to an emergency or other occurrence that damages or disables data systems managing ePHI. Procedures include creating and maintaining backups of ePHI adequate to restore ePHI and applications supporting those data, procedures to restore data due to loss in a disaster or other catastrophic event, procedures for emergency mode operations (business continuity) that enable access to ePHI while maintaining adequate security protections.

Procedure

Components of Contingency Planning include the following activity and plans:

	Applications and Data Criticality Analysis

	Data and Systems Backup Procedures

	Disaster Recovery Plan

	Emergency Mode Operations
	

















PERIODIC EVALUATION


Purpose

To ensure that organizational policies, procedures and plans are updated and compliant with federal, state and local regulations.

Policy

All policies, procedures and plans will be reviewed and updated on an annual basis.  Data backup procedures will be tested to ensure that exact copies of ePHI and applications can be restored and recovered.

Procedure

The QI/IT Department will:

	Establish, implement, and document the data backup plan for ePHI recovery.

	Test ePHI backups to ensure that exact copies of ePHI can be retrieved.

	Develop, maintain and test the Emergency Mode Operation Plan.

	Periodically test the documented disaster recovery procedures to ensure ePHI 	and applications can be restored.






















BUSINESS ASSOCIATES

Purpose

The purpose of this policy is to provide a method for documenting and monitoring contractual and business relationships that are defined as Business Associates by the HIPAA Security Rule.

Policy

North Central’s HIPAA Business Associate Agreement has been updated to comply with the current HIPAA Security Rule.  North Central’s legal counsel has approved the agreement.

Procedure

Business Associate determination is made by the Finance Department with consultation by the Corporate Compliance Officer.

The Finance Department will maintain all of the original, signed Business Associate Agreements.

Business associate monitoring will be performed by the Corporate Compliance Officer in coordination with other workforce members who interface with the Business Associate in the routine course of their duties.  North Central legal counsel and the Security Official will be informed of any incident of non-compliance with HIPPA Business Associate Agreement provisions.  Breaching incidents will be subject to disposition by the Corporate Compliance Officer.


















PHYSICAL SAFEGUARDS

FACILITY ACCESS CONTROLS

Purpose

The purpose of this policy is to ensure that systems and applications that manage ePHI are kept in areas with physical security controls that restrict access.

Policy

Every organizational workforce member and volunteer is issued an electronic identification badge by the Human Resources Department.  

Procedure

The electronic badge grants or restricts access to facilities and areas within facilities.  Access is granted or denied based on job function and responsibilities.  Movements throughout facilities is electronically recorded and archived for security purposes.

In addition to electronic identification access and denial, all servers are isolated and maintained under lock and key.  Server areas are not accessible with electronic identification badges.























 ACCEPTABLE Use

Information systems, including but not limited to computer equipment, software, operating systems, storage media, network accounts providing electronic mail, “www” browsing, and FTP, are the property of North Central. These systems are to be used for business purposes in serving the interests of the company, and of our clients and other customers. Please review the Employee Manual for additional information.

Effective security requires the participation and support of every employee and affiliate who deals with information and/or information systems. It is the responsibility of every computer user to know and comply with these requirements.

Purpose

The purpose of this policy is to outline the acceptable use of computer equipment and ePHI.  These rules are in place to protect our clients, employees and North Central. Inappropriate use exposes North Central to risks including virus attacks, compromise of network systems and services, and legal issues. 

This policy applies to employees, contractors, consultants, volunteers, students, temporaries, and any other workers including all personnel affiliated with third parties. This policy applies to all equipment that is owned or leased or has been donated to North Central.

Policy

Workforce members are responsible for exercising good judgment regarding the reasonableness of use. If there is any uncertainty as to appropriate use, employees should consult with their supervisor or associate director. As the general rule, users are not to utilize North Central IS/IT for personal use.

For security and network maintenance purposes, authorized individuals will monitor equipment, systems and network traffic at any time, as per North Central’s Audit Policy.  North Central reserves the right to audit networks and systems on a random basis to ensure compliance with this policy.

Data created on the corporate systems remains the property of North Central. This is due to the critical need to protect the agency's network that contains ePHI.

Procedure

Security and Proprietary Information

The user interface for information contained on internet/intranet-related systems is classified as confidential.  Examples of confidential information include but are not limited to:  ePHI, company plans and reports, corporate strategies, competitor sensitive information, trade secrets, specifications, customer lists, and research data. Employees must take all necessary steps to prevent unauthorized access to this information.

Keep passwords secure and do not share accounts. Authorized users are responsible for the security of their passwords and accounts. Passwords must be changed at 120 day intervals.

All PCs, laptops and workstations must be secured with a password-protected screensaver with the automatic activation feature set at 8 minutes or less, or by logging-off.

Because information contained on portable computers is especially vulnerable, special care should be exercised when utilizing these devices.

All hosts used by the employee that are connected to North Central’s internet/intranet shall be continually executing approved virus-scanning software with a current virus database.

Employees must use extreme caution when opening e-mail attachments received from unknown senders, which may contain viruses, e-mail bombs, worms or Trojan horse code. 

Prohibited Activities

Under no circumstances is an employee of North Central to engage in any activity that is illegal under local, state, federal or international law while utilizing agency-owned resources.

Violations of the rights of any person or company protected by copyright, trade secret, patent or other intellectual property, or similar laws or regulations, including, but not limited to, the installation or distribution of "pirated" or other software products that are not appropriately licensed for use by North Central.

Unauthorized copying of copyrighted material including, but not limited to, digitization and distribution of photographs from magazines, books or other copyrighted sources, copyrighted music, and the installation of any copyrighted software for which North Central or the end user does not have an active license is strictly prohibited.

The exportation of software, data or technical information that is proprietary is prohibited.

The introduction of malicious programs into the network or server (e.g., viruses, worms, trojan horses, e-mail bombs, etc.) is prohibited.
 
Revealing your account password to others or allowing use of your account by others is prohibited.  If in an emergency situation a password must be revealed, then the user must change it immediately upon passing of the crisis.

Using North Central’s computing assets to actively engage in procuring or transmitting material that is in violation of sexual harassment or hostile workplace laws is prohibited.

The circumvention of user authentication or security of any host, network or account is prohibited.

Using any program/script/command, or sending messages of any kind, with the intent to interfere with, or disable, a user's terminal session, via any means, locally or via the Internet/Intranet is prohibited.
 
The provision of information about clients or employees to outside parties without proper authorization is prohibited.

Email and communications activities that are prohibited include but are not limited to:

Sending unsolicited email messages, including the sending of "junk mail" or other material to individuals who did not specifically request such material (email spam).

Any form of harassment via email, telephone or paging, whether through language, frequency, or size of messages.

Unauthorized use or forging of email header information.
 
Creating or forwarding "chain letters", "Ponzi" or other "pyramid" schemes of any type.

Using unsolicited email that originates within North Central's network for personal gain (private practice, sale or purchase of property).






















WORKSTATION SECURITY

Purpose

Workstation security is critical to successfully protecting ePHI from accidental or intentional use or disclosure.  This policy establishes rules for securing workstations that access PHI.  It applies to agency locations as well as other locations.

Policy

Workforce members will maintain workstations / in their use in a manner consistent with defined agency procedures for protecting PHI from inappropriate disclosure.

Procedure

PHI displayed on computer screens may be easily viewed by anyone within the immediate area.  Users in public areas should have a privacy filter installed on the computer screen in these instances.  If a user needs to leave a workstation, then the user must take all available precautions to make sure PHI is not left displayed for other people to view.  Precautions include logging off the workstation, using screen savers requiring a password to restore the display or completely securing the workspace when possible.  Automatic timeouts have been enabled for workstations and for the EHR.

Avoid activities that could compromise workstation security.  Activities to avoid include but are not limited to:

	Installing software for personal use

	Installing personal data storage devices (CD’s, memory sticks, etc.)

	Downloading software from the internet unless doing so has been approved by 		the Security Official

	Using peer-to-peer file sharing services

	Disabling file protection software licensed to North Central
	
Portable electronic devices also add another dimension to workstation security.  Workstations have been configured by the Security Official to create a high level of security.  All agency approved portable devices are password protected and shut down after eight minutes of inactivity.  EHR data and program files are not saved on portable devices; before the program is closed make sure data are saved to the file server.

Procedures to prevent virus problems that may compromise PHI

Never open any files or macros attached to an email from an unknown, suspicious or untrustworthy source. Delete these attachments immediately, then "double delete" them by emptying your Trash.

Always report a virus message to the Security Official.

Delete suspected spam, chain, and other junk email without opening or forwarding.

Never download files from unknown or suspicious sources.

Avoid direct disk sharing with read/write access unless there is absolutely a business requirement to do so.

Always scan mobile devices for viruses before using them.

Backup workstation unique and critical software and data on a regular basis and store the back–up in a safe place
	
Software Update Procedures

Agency computer software updates are to be assessed by the IS/IT Department before installation.  Update installation needs are determined by computer capability and function.  Update installation methods are based on location and software.  

Microsoft Windows updates are automatically distributed throughout the network domain.  Users of computers that log on to the NCMHS domain (the third box on the log in screen) must shut down or restart their computers at least once a week so that any new updates are distributed to their computers.  Windows will show a yellow bubble message at the lower right of the screen when updates are installed or are ready to be installed.  Users must install these updates if the installation is not automatic.  If the update requires the computer to be restarted the user may elect to defer the restart until a more convenient time but must be restarted or shut down before the end of business that day.

Microsoft Windows updates and other software updates on computers not regularly logged on to the domain are updated via CD or other removable storage devices, temporary log on to the domain, or independent internet access by the IS/IT Department or assigned staff person.

Other software on computers regularly logged on to the domain are updated through automatic installations that do not require user intervention (ex.: anti-virus software) or are updated manually by the IS/IT Department (ex.: Microsoft Office).

The electronic health record is updated by Cantata as necessary.




DEVICE AND MEDIA CONTROLS

Purpose

PHI must be protected from unauthorized access and disclosure by controlling the use, re-use, storage and disposal of electronic media.


Policy

North Central information stored on electronic media must be rendered unrecoverable prior to re-purposing any computer, electronic device or media.  When computers and peripherals no longer have value to North Central, it is appropriate to dispose of them by donation, sale or recycling.

Procedure

Device and media controls apply to all hardware and media that contain ePHI.  This includes but is not limited to: workstation computers, laptop computers, notebooks, PDAs (which includes smartphones), USB drives, tapes and CDs.

Any electronic media that has reached the end of its life-cycle, is in need of repair, or is being repurposed, will be returned to the QI/IT Department.  The Security Officer will be responsible for zeroing or degaussing hard disks before disposition of the device.  The Security Official will al be responsible for documenting the movement or repurposing of the device.

PHI placed on portable electronic media must be password/encryption protected.  Workforce members shall limit the quantity of ePHI on portable devices to the minimum necessary for the performance of their duties.  All workforce members shall have authorization from their supervisor before transporting ePHI beyond the physical perimeter of an agency facility.

Workforce members are not to leave portable media that contains ePHI visible in vehicles or any other unsecured location.

If portable media are lost, workforce members must immediately inform Human Resources, the QI/IT Department and the supervisor.  An Adverse Incident Report Form must also be submitted.









PHYSICAL SAFEGUARDS

ACCESS CONTROL

Purpose

The purpose of this policy is to establish rules for gaining electronic access to the computing network and applications where PHI is accessible

Policy

To the extent that it is technologically feasible, workforce members will be granted access only to the PHI required to function in their job roles.  Access is restricted to specific functions for some applications.  Whenever the software allows, access will be as granular as feasible.  

Procedure

Workforce members will fall into one of two categories of users based on access to ePHI required to do their job.  Access will fall into update (read/write) or lookup (read only).  In some roles, access may consist of update access to one portion of the database, lookup access to other portions of the database and no access to other portions of the database.  Access to applications, functions and datasets should always be limited to those that are required for the performance of job duties.

The minimum access control requirement is a username and strong password.  North Central largely subscribes to “role-based” access by team and department.  Each workforce member has a unique username and password, but similar job responsibilities within their clinical team or department.  North Central does not permit the use of “group passwords” except at Reception Desks and the Chart Tracking Computer in Medical Records.  These areas require specialized software for departmental operations and continual logging on and logging off would impede workflows and create service delivery barriers.  These specialized functions are for appointment scheduling and for medical records tracking and document location.

The Security Official will assign access controls once departmental and team managers have provided information on job function and role.  The Security Official will amend access controls upon changes in workforce members job status.









AUDIT CONTROLS

Purpose 

Audits are conducted to: 

Ensure integrity, confidentiality and availability of information and resources 
Investigate possible security incidents to ensure conformance to agency security policies 
Monitor user or system activity for appropriate use

Policy

In conjunction with North Central’s risk management program, and based upon the “Acceptable Use” policy, audit and review of the following activities will be conducted and reported.

Procedure

The Security Official will conduct periodic reviews of data systems activity, including but not limited to:

· User level and/or system level access
· Access to information that may be produced, transmitted or stored on agency property
· Access to the internet

Data in aggregate will be reported through the agency Corporate Compliance Committee.

Activity that is believed to be unacceptable will be forwarded to the Human Resources department for further review.  If the Human Resources department finds that the information warrants an investigation, the investigation shall be conducted by the Security Official.













DATA INTEGRITY AND SECURITY

Purpose

Integrity means that North Central’s electronic data, including ePHI, are dependable and accurate.  This means that authorized workforce members can have access to the right information at the appropriate time, and that the data have not been altered or damaged in any manner.  Inaccurate ePHI can result in harm to clients and the organization at large.

Policy

It is North Central’s policy to guard against threats and hazards that may render ePHI unusable or unavailable when needed.  North Central maintains appropriate disaster recovery and business continuity plans and procedures for organizational operations involving ePHI.  Included in this policy statement is the necessary data systems backup in the event of a malicious threat or intrusion, hazard or natural disaster.

Procedures

Data systems backup occurs every night.  This includes the electronic EHR.  Backup failures are reviewed by the Security Official for corrective action.  Data error checks and edits run nightly.  Corrections are made daily.

Service data and EHR updates are verified daily at 4:30 p.m.

Workforce members cannot utilize unsecured or unencrypted email or email attachments that contain PHI.  Electronic submission of files containing PHI being sent out of North Central must be posted to secure servers.  This includes but is not limited to claims files, enrollment files, hospital linkage files, MCP treatment history data files and treatment data required by the county and/or state.  Secure email may be used for transmission of PHI for workforce members with North Central accounts.  Other acceptable methods for authorized exchanges of PHI inside and outside of North Central are secure fax and telephone to known persons.


All new systems must be appropriately configured and tested before being placed into service.  New systems or modification to existing systems must be documented before being placed into service.  Network components that provide pathways to protected data are appropriately configured to secure the traffic to these systems (cabling, routers, firewalls and switches). 

Workforce members are not permitted to make changes to ePHI unless required by their job duties.  Workforce members whose job duties do not include creating or updating ePHI have read-only access.  All transactions involving ePHI and business systems are automatically logged to the user ID.

IDENTITY AUTHENTICATION

Purpose

Information systems used to access ePHI will uniquely authenticate workforce members.  Assigned user ID’s and passwords are the primary source of systems authentication.

Policy

All workforce members are assigned a unique user ID for accessing organizational information systems and are responsible for maintaining strong and confidential passwords associated with their unique user ID.  North Central does not permit the use of “group passwords” except in the On-Call Center, Reception Desks, and the Chart Tracking Computer in Medical Records.

Procedure

The password file on the authenticating server is securely protected.  Network and applications are configured to enforce:

	Automatic password expiration upon user ID creation
	
	Automatic password expiration at 120 day intervals

	Password creation standards

	The inability to use immediately prior passwords



















transmission security

Purpose

The purpose of this policy is to ensure that ePHI in transit remains secure until it arrives at the intended destination.

Policy

Workforce members, whose job duties require transmitting ePHI to internal or external sources, are required to utilize a secure medium.  

Procedure

At North Central, “transmission security” means that the primary mechanism for secure transmissions of ePHI to Business Associates or other entities will be by upload or download via secure server.  If users have an established secure email account, those medium may also be permitted for the transmission of ePHI.  

Under no circumstance will workforce members use unsecured email for the transmission of ePHI (internal or external). Workforce members are able to secure PHI in an external email by placing the work “secure” in the subject line of the email. Internal emails are already viewed as secure and do not need the extra security step. Users may consult with members of management or members of the IT/IS Department if the there are questions regarding security of PHI.

Workforce members are permitted to utilize secure fax as a transmission media for receipt or delivery of PHI as long as it is in compliance with the fax policy.
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Purpose 

The purpose of this policy is to establish a process for sending and receiving facsimiles containing confidential client information.

Policy

It is the policy of North Central to protect client, employee, and business information when using fax machines to transmit or receive that information as required by law, professional ethics, and accreditation requirements.

Procedure

All agency employees must observe the following procedures pertaining to facsimile transmissions containing PHI:

Send health information by facsimile when the original record or mail delivered copies will not meet the needs of client care

Transmit PHI by facsimile when needed for client care or by a third-party payer

Limit information transmitted to the minimum necessary to meet the need of the client

Make sure that a properly completed and signed authorization is obtained before releasing PHI

Make sure that you use a cover page and the cover page includes the confidentiality notice that has been approved for agency use

Obtain a transmission confirmation report with every transmission of PHI. When utilizing the fax server, never place client names in the subject line. Information in the subject line is reprinted in the confirmation report.

Verify the correct destination fax number before sending the PHI

Persons misdirecting facsimiles containing PHI must report the incident as a security incident

Each department is responsible for ensuring that incoming faxes are properly secured and distributed

Destroy confidential information sent to North Central in error and notify the sender


